
Hasbro and its affiliates (together, “Hasbro”) are committed to maintaining the security of our 
systems and our consumers’ and employees’ information. We appreciate and encourage security 
researchers to contact us to report potential vulnerabilities or security concerns identified in any 
product, service, system, or asset belonging to Hasbro.

If you believe you have identified a potential security concern or vulnerability, please share it with 
us by following the submission requirements below. We will investigate all legitimate submissions 
and work to address any issues. In support of our commitment, Hasbro agrees not to pursue law 
enforcement action or initiate a lawsuit against you as long as you comply with this policy.

Please note that Hasbro does not operate a public bug bounty program and makes no offer 
of reward or compensation in exchange for submitting potential security concerns or security 
vulnerabilities.

Thank you in advance for your participation. 

Responsible Disclosure Submission Requirements
When reporting a potential vulnerability or security concern, please email responsibledisclosure@hasbro.com  
with a detailed summary, including: 

When the issue was identified; 

How the issue can be reproduced;

The target, steps, tools, and artifacts used during discovery (videos and screen captures welcome); and

Any ideas for mitigation or remediation steps that can address the issue.

In addition to the above, please ensure that you adhere to the following requirements:
•  Do not engage in any activity that can potentially or actually cause harm to Hasbro, our customers, our 

employees, or anyone else;
•  Do not engage in any activity that can potentially or actually stop or degrade Hasbro, our products, services, 

systems, or assets;
•  Do not engage in any activity that violates the law, anyone’s privacy or other personal rights, or any terms, 

conditions or rights that apply to our products, services, systems or assets (including initiating a fraudulent  
order or other type of transaction);

•  Provide Hasbro and its subsidiaries reasonable time to fix any reported issue before such information is  
shared with a third party or disclosed publicly; and

•  Act in good faith and in an ethical and responsible manner.
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 Out of Scope Vulnerabilities or Security Concerns
•  Out-of-scope vulnerabilities or security concerns include:
•  Testing Hasbro’s facilities or data centers;
•  Social Engineering, including phishing (e.g., attempts to steal cookies, fake login pages to collect 

credentials, etc.); 
•  Denial of Service attacks; 
•  Security issues in third-party apps, websites, or online services that are operated by an authorized 

licensee or third-party partner of Hasbro because Hasbro does not manage these online services; and
•  Issues related to networking protocols or industry standards not controlled by Hasbro.

Other Issues
For any other issues, please contact Hasbro Consumer Care.
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